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1 RE-REGISTER CAC

Navigate to the GKO CAC Registration Page https://gko.ngb.army.mil/GKORegistration/.
Registration may take up to 72 hours to be recognized by the system.

——— il | |

GKO Registration home | | 11N

a' | https://gko.ngb.army... 2~ @ ¢ X

File Edit View Favorites Tools Help
@Convert - Select

- & Home @ Upload Certificate - GKO ... Q Help Desk Tool [E] DoD Enterprise White Pages @ GDS Query Screen ]HE Public Key Infrastructure (...

Guard Knowledge Online Registration home.

This process allows you to:

- Create a new account if you do not have a GKO account.
or
- Register your CAC if you already have a GKO account.

To complete this process, you need to ensure that you use a computer with a CAC reader installed, and with the CAC inserted into the CAC reader.

Please Click on the Next button to proceed.

When prompted, please select DOD EMAIL certificate.

If you have more than one DOD EMAIL certificate listed under your name, please choose the one that is stored on your CAC.
This link has information on how to find the certificate information on the CAC.

| Next | Close

2 CLEAR CERTIFICATES AND RUN CERT REMOVAL TOOL

First follow the steps to clear your old certificates; that will clear up the list of certificates
to choose from.

2.1 CLEARING OLD CERTIFICATES AND MAKING NEW ONES AVAILABLE

Do this before running the Certificate Removal Tool.

1. Open your Internet Browser
2. Go to Tools > Internet Options
3. Click the Content tab
4. Click Clear SSL State then click OK
7 T —
Internet Options |-F?ﬂ
[
| General | Security | Privacyl Content IConnecﬁons Programs | Advancedl
el
Content Advisor
Q\ Ratings help you control the Internet content that can be
wiewed on this computer.
Certificates
Use certificates for encrypted connections and identification.
l Clear 551 state | Certificates I[ Publishers ]
AutoComplete
= AutoComplete stores previous entries
;j on webpages and suggests matches
. for you.
GKO Portal Troubleshooting Guide 07/23/14
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5. Click Certificates and select all. Do this by selecting the first one in the list, hold
down the Shift key then click on the last certificate in the list.

6. With all certificates highlighted, click Remove

Certificates

Intended purpose: <All>

Issued To 1ssued By

= I oo CA-29

—/ I OO0 EMAIL CA-29
O 00O EMAL CA-29

Import... Export... Remove

Certificate intended purposes

Learn more about cerbficates

7. Click YES to delete

Expwratio...

9/30/2015
9/30/2015
9/30/2015

Personal | Other People | Intermediate Cerbfication Authorities | Trusted Root Certificatior *

Friendly Name

Advanced

8. Close Certificates, Internet Options, & all instance of the browser

2.2 MAKE CERTIFICATE AVAILABLE TO WINDOWS

The pop up will close on its own

B W N e

Windows

Click on Start > All Programs > Actividentity > ActivClient > User Console
Go To Tools > Advanced then Select to Forget State For All Cards

Go To My Certificates > right click, then select Make Certificates Available to

(You may not have permissions to do this. Contact your desktop support, if not)

5. Click OK to complete

GKO Portal Troubleshooting Guide
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| Actividentity |
/! Advanced Cenfiguration Manager
Advanced Diagnostics
| ActivClient |
& PIN Change Tool
% PINInitialization Tool
53 Troubleshooting
User Console I
" Adobe Acrobat XI
J Approvelt Desktop -

| Back

| |55:r:r" programs and files yel |

u File Edt View Tools Melp

ITH RSB - Q0

¢ # Tasks View v X . %
v K 2
My Certificates Tasks - =
UQ View my certficates Senant Card L
& 1mpont » centiticate Info Open
My Personal Info Task - I
[ Make Certeficates availadle to Windows ]

L View My Personal Info

| g | &

Smart Card My Personal
Info Centificates Data
'
ActivClient Make centificate available o

0 The following certficates

1 U.S. Government ID Centificate
- U.S. Government Signature
Certficate’

. U.S. Government Encryption
Centficate

have been made available to Windows.
You can now use themn with most centificate-based applications.

T —

2.3 RUN THE CROSS SITE CERTIFICATE REMOVAL TOOL*

This often corrects login issues such as blank screens and “cannot establish session” errors.
If asked by the computer if you wish to run it, say yes and continue through even if
something on the screen says it is unable to install. When it is finished or it hasn't done
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anything in a while, close it out if it hasn't done so on its own. Close your browser and try to
log in again.

1. Go to http://iase.disa.mil/pki-pke/Pages/tools.aspx and click on Certificate
Validation.

IASE Al Sites [=] »

Home = PKI-PKE PKI-PKE

PKI and PKE Tools PKI-PKE Home

*PKI = DoD PKI Certificate Required Getting Started

Mobile Devices | Trust Store

Account Management s

Password Hash Refresh Script *PKI

For Administrator:

The DoD PKE Password Hash Refresh script can be used to periodically change passwords (and by extension, their associated
hachact far emart rard.anfarrad arrannte within enacific Nl rantainare and Cranne in Micrnonft Srtiva Nirartan (AN (710

2. Under Certificate Validation, Download the FBCA Cross-Certificate Remover 1.xx

The version periodically changes. For example: 1.12, 1.13, etc...

 sccount anagement | cortcat Toots [ L] e | Middeware | Mob Devices | Trust Store | ALL|

Axway Validation Authority: Deploying a Keyless OCSP Responder *PKI

This guide provides instructions for deploying a keyless OCSP responder using Aaway (previously Tumbleweed) Validation
Authority and DoD OCSP proof sets. (PDF Download) Date: 08/09/2012 | Size: 410 KB

Corestreet Desktop Validation Client 3.1 Workstation and Server Configuration Guide - Version 1.0 *Pki

This guide provides instructions for configuring Corestreet Deskiop Validation Client 3.1 according to DeD best praclices.
Configuration files for DoD, ECA, DoD Approved External CAs, and NSS and SIPRNET Legacy CAS are also available as
separate downloads. (PDF Download) Date: 08/09/2013 | Size: 559 KB

Corestreet Desktop Validation Client 3.1 Configuration Files - Version 1.0 *PKI

These files contains a default configuration for workstations and servers running Corestreet DVC 3.1 that trust the DoD PKI, ECA
PKI and DeD Approved Extemnal PKls.

* For DoD Only CAs - Version 1.0 *PKI

+ For DoD and ECA CAs - Version 1.0 *PKI

« For DaD, ECA, and DoD Approved External CAs - Version 1.0 *PKI

+ For NSS and SIPRNET Legacy CAs - Version 1.0 *Download available on SIPRNet Only
CRLAutoCache 4.0: System Administrator Guide *PKI

This guide provides installation and configuration instructions for the DoD PKE CRLAutoCache tool. (PDF Download) Date:
06/24/2014 | Size: 1,188 KB

CRLAutoCache 4.0: Windows Installer *PKi

This tool provides administrators with a flexiole solution to create local enclave CRL caches by downloading and publishing
CRLs to the local Microsoft cache, lacal LDAP directory servers, web servers, and natwork fils shares. The following operating
systems are supported (both 32- and 64-bit) Windows XP, Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows
Server 2003 R2, Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, and Windows Server 2012 R2.

* 32-bit Installer - (MSI Download) Size' 7,318 KB *PKI

« 64-bit Installer - (MSI Download) Size: 8,158 KB *PKI

‘CRLAutoCache for Linux 2.0.3 - SIPRNet "PKI

The CRLAutoCache for Linux utility provides the capability to download DoD and other certificate revocation lists (CRLS) to a local
cache on a Linux machine. The tool also has the ability to process downloaded CRLs for use with OpenSSL-based products,
such as Apache web server configured with mod_ss|, and Mozilla Network Security Senices (NSS). GRLAutoCache for Linux can
be scheduled to periodically download CRLS to a local cache automatically. The SIPRNet version of the tool retrieves the NSS
PKI and legacy DoD SIPRNet PKI CRLs by default (TAR.GZ Download) Size: 8 KB

‘CRLAutoCache for Linux 2.0.4 - NIPRNet *PKI

The CRLAutoCache for Linux ulility provides the capability to download DoD and other certificate revocation lists (CRLs) to a local
cache on a Linux machine. The tool also has the ability to process downloaded CRLS for uge with OpenSSL-bazed products,
such as Apache web server configured with mod_ssl, and Mozilla Network Security Senices (NSS). CRLAUtoCache for Linux can
be scheduled to periodically download CRLs to a local cache automatically. The NIPRNet version of the tool retrieves the DoD
PKI NIPRNet CRLs by default. (TAR.GZ Download) Size: 9 KB

CRLAutoCache for Linux User Guide *PKI

This guide provides installation and usage instructions for both the NIPRNet and SIPRNet versions of CRLAutoCache for Linux.
Downloady Date 072013 | Siza 214

FBCA Cross-Certificate Remover 1.12

€ cross-certificate chaining issue for DoD (and optienally ECA) users from Microsoft

3. Select Open the file.

Do you want to open or save unclass-fbca_crosscert_remover_wl12.zip (35.0 KB) from iasecontent.disa.mil? Save b Cancel

GKO Portal Troubleshooting Guide 07/23/14
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4. Double-click the FBCA_crosscert_remover_v112.exe Application file.

@ WinZip - unclass-fbca_crosscert_remover_vi12.zip | =Na &J
File Actions View Jobs Options Help
| ] i i 25 't
s & @ ¢ W w &8 @
New Open Favorites Add Extract Encrypt View CheckOut  Wizard  View Style
Il Name Type Modified Size Rgtiu Padsd Path
[MFBCA crosscert_remover v112.exe | Application 7/29/2014 1:06 PM 118,816 69% 36414 I
& FECA _crosscert_remover_vlld.exe.config  CORNFIG File 1372014 112 PM 16 Tk 10
] m 3
Selected 0 files, 0 bytes Total 2 files, 117KB 00

-5. Select Yes when prompted

3 WinZip - umhss-%(a_clo;xe«_mmwer_ﬁide i -0 X

New Open
Name ]
[ FBCA_crosscert_remy

&) FBCA_crosscert_rem

o
) | WinZip Caution

Do not displary this dialog bax in the future when opening EXE files

This file has a potentially unsafe file type of EXE
FBCA_crosscent_remover_v112 exe
You shauld not open this fie £ you received t from an

untrusted source, or in an attachment 1o an unexpected or
SUSPICoUs @ mad message

Do you =il wart to open this fle?

|
|

Selected 1 file, 117KB

Total 2 files, 117KB 00

6. Extract the zipped folder, and run the FBCA_crosscert_remover_v112.exe file or
newest version. A DOS window should appear on your desktop. Press Enter to
continue when prompted to until the window closes on its own. Restart your
workstation.

experiencing the issues.

DEPENDENCI ES :
»* Microsoft Windows 2088 5P3 or later Operating System

* _MET

Framework 2.8 or above

This help screen.
8ilent mode — doesn’t require user to hit <{ENTER>.
Only List Certificates.

ADISALLOWV Disallow the certificate hefore deleting it.
+#NODODROOT Don't add the Dol Root CA 2 certificate to trust stores.
NOCPDISALLOW Don't disallow the Common Policy Root certificates.

+~KEEPCP

Don’t delete the Common Policy Roots.
Remove and untrust the ECA cross—certificate.

~ECA
#NODELETE Do not delete any certificates.

+FORCE

Add certificates regardless if they already exist.

NMOTE: Administrative privileges are required to remove certificates from
the LocalMachine store.

= Py

TR o] a1

wood—1line will prevent this prompt.

Press <ENTER> to continue...

GKO Portal Troubleshooting Guide 07/23/14
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Searching CurrentlUser: TrustedPublizsher certificate store. Certificates not fou

Adding DoD Root to certitificate stores...

* Adding CHN=DoD Root CA 2 to the CurrentlUser Root store...ALREADY EXISTS
#* Adding CN=DoD Root CA 2 to the LocalMachine Root store...ALREADY EXRISTS

Untrusting the Mon—DoD used cross—certificates...

* Adding IRCA-DoDRootCA2 to the LocalMachine Dizallowed store...ALREADY EXISTS
#* Adding IRCA-DoDRootCA2 to the CurrentlUser D lowed store...ALREADY EXISTS
#* Adding CCEB-DoDRootCA2 to the LocalMachine llowed store...ALREADY EXISTS
#* Adding CCEB-DoDRootCA2 to the CurrentlUser Dizallowed store...ALREADY EXISTS
Finished.

ARNING: Administrative privileges are needed to add or remove some of the
certificates on your system. Please rerun with these credentials.

Press {ENTER> to continue...

If the tool runs successfully, it will close out by itself. After the DOS
window disappears, restart your machine before attempting to login
TO GKO.

3 ATTEMPT TO LOGIN TO ANOTHER WORKSTATION

If user is able to login successfully from another workstation, this confirms the primary workstation
needs resolution to continue GKO Portal Access (https://gkoportal.ng.mil/Pages/Home.aspx)

4 CHECK THE INTERNET EXPLORER VERSION BEING USED IS
NOT 64-BIT

1. Open Internet Explorer go to Tools and click on About Internet Explorer.

2. Make sure that in the Updated versions it does not say 64-Bit. If it does, go to Start
at the bottom right and click All Programs then Internet Explorer toward the top.

3. Click the Internet Explorer and select the one that does not have 64 BIT.

Print 3
o1 File 3
— Zoom (100%) 3

Safety 3

View downloads Ctrl+)

Manage add-ons
F12 developer tools

Go to pinned sites

Internet options

About Internet Explorer

GKO Portal Troubleshooting Guide 07/23/14
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/Qj Windows' Internet

. Explorer9

Version: 9.0.8112. 16421

Update Versions: 9.0.25 (KB2357589)
Cipher Strength: 256-bit

Product ID: 03553-918-5000002-85135

Warning: This computer program is protected by copyright law and |
international treaties. Unauthorized reproduction or distribution of

this program, or any portion of it, may result in severe dvil and
criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

© 2011 Microsoft Corporation

5 COMPATIBILITY VIEW

Try adding ng.mil to the Compatibility View List. From Menu Bar > Tools menu:

Open Internet Explorer

Right click next to the home icon

Select Menu

Click on Tools

Click on Compatibility View Settings

Type ng.mil and click add to put it in the list

| - ---E pp—— oo 0 o
Home X . . {I{J ? (i’

O Uk Wi

.

v

Favorites bar
Command bar

Status bar

v/ Adobe Acrobat Create PDF Toolbar

Lock the toolbars

Show tabs on a separate row

Restore
Move
Size
—  Minimize
o Maximize

[I- I x  Close Alt+F4
EN

GKO Portal Troubleshooting Guide 07/23/14
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() () [ hitpsi/goportalng mil/Pages/Home.asp O-acx |@
File Edit View Favorites Help
% @HConvert v EESelect Delete browsing history... Ctrl+ Shift+Del
InPrivate Browsing Ctrl+Shift+P

Tracking Protection...

ActiveX Filtering

Diagnose connection problems...
Reopen last browsing session

Add site to Start menu

View downloads Ctrl+)
Pop-up Blacker 5
SmartScreen Filter »

Manage add-ons

Compatibility View
Compatibility View settings

Subscribe to this feed...

Feed discovery »
Windows Update

F12 developer tools

OneNote Linked Notes

Send to OneNlote

Sun Java Consele

Internet options

Compatibility View Settings [ES

Wﬁ ‘fou can add and remove websites to be displayed in
m Compatibility View,

Add this website:

Websites you've added to Compatibility View:

Remove

Indude updated website lists from Microsoft
Display intranet sites in Compatibility View
[ Display all websites in Compatibility View

6 ENSURE UTILIZATION OF SSL 2.0

Ensure that SSL 2.0 is checked in the advanced settings in your browser.
1. Click on Tools (or the Cog in the upper right hand corner of the browser window)
2. Internet Options
3. Advanced and scroll to the bottom.
4. If this is not checked please check the box and select Apply then OK.

GKO Portal Troubleshooting Guide 07/23/14

Page 10 of 18



ZWeb
ARNG-IMS-Web Services GKO Portal Troubleshooting Guide

Internet Options. liléj

| General I Security | Privacy | Content I Connections | Programs | Advanced

Settings

Enable DOM Storage - l
Enable Integrated Windows Authentication®

Enable memory protection to help mitigate online attacks™
Enable native XMLHTTP support

Enable SmartScreen Filter I
Use 551 2.0

Use 55 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch®

Warn if changing between secure and not secure mode |E |
Warn if POST submittal is redirected to a zone that does n

IHEEE

OEOOEEHO

4| I 2

*Takes effect after you restart Internet Explorer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default

condition,

‘You should only use this if your browser is in an unusable state.

:ﬁn Some settings are managed by your system administrator.

OK Cancel Apply
—

7 TEMPORARY INTERNET FILES AND HISTORY SETTINGS
1. Open Internet Explorer
2. Goto Tools (or the Cog in the upper right hand corner of the browser window) >
Internet Options
3. Click the General Tab, look for Browsing history
4. Click Settings

o
Internet Options @l&]

General | sequrity | Privacy | Content | Connections | Programs | Advanced |

Home page
| /? Ta create home page tabs, type each address on its own line. |
L https:/Awnww, us.army. mil, -

Use current Use default Use blank I
Browsing history

AL Delete temporary files, history, cookies, saved passwords,
¥ and web form information.

Delete browsing history on exit

Search
r_) Change search defaults,
7

]

Tabs

Change how webpages are displayed in

tabs,
Appearance |
[coos ] [Ctangeaes ] (o] [LAcmssbity ]

ﬂ. Some settings are managed by your system administrator.

o] o] [ |

5. Under Check for newer versions of stored pages
GKO Portal Troubleshooting Guide 07/23/14
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6. Click the radio button that reads Every time I visit the webpage
7. Click OK

Internet Options ? =2y

General |SEcurity | Privacy I Content I Connections | Programs | .ﬂduan(.&d‘ ‘
!
4

Hi Temporary Internet Files and History Settings @

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:
I (@) Every time I visit the webpage I

Bi () Ewery time I start Internet Explorer

() Automatically
() Mever
Disk space to use (3-1024MB) 250 =
{Recommended: 50-250ME)
3l Current location:

C:\Users'\Heather.N. Whiting\AppData\Local Microsoft\Windows
Temporary Internet Files),

[ Move folder... ]I View objects l[ View files ]

History

Al Spedfy how many days Internet Explorer should save the list

of websites you have visited.

Daye to keep pages in history: 2 =

|
Yy ]

—_————

8. Click the Browsing History Delete Button

Internet Options wé]

General ‘Security I Privacy | Content | Connections I Programs | Aduanced‘

Home page
| l/? To create home page tabs, type each address on its own line.
i https:/Awww, us.army.mil/ -

Browsing history

’L Delete temporary files, history, cookies, saved passwords,
¥ and web form information.

Delete browsing history on exit

Search

\r;‘ Change search defaults.
7

Tabs
Change how webpages are displayed in
tabs.

Appearance

l Colors ] [ Languages ] [ Fonts I [ Accessibility ]

@ Some settings are managed by your system administrator.

o [oms ][ mm

9. Check the boxes for Temporary Internet files, Cookies, Download History, and Active
X Filtering and Tracking Protection Data, then click Delete. You may see an indicator
or timer showing the action is being performed. A status bar will appear at the

GKO Portal Troubleshooting Guide 07/23/14
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bottom of the screen indicating “Internet Explorer is finished deleting the selected
browsing history.” when the action is complete.

]E hitps://gkoportal.ng.mil/Pages/Home.aspx

General | Security [ Privacy | Content | Connections | Programs | Advanced |

Home page
/? To create home page tabs, type each address on its own line.
il

https://www.us.army.mil, -

ATTENT
o your Kn
Ilikelt Tags & be foun Browsing history
lotes
T, Delete temporary fies, history, cookies, saved passwords,
¥")  and web form information.

Delete Browsing History

Delete browsing history on exit ["] Preserve Favorites website data
Keep cookies and temporary Internet fles that enable your favarite

websites to retain preferences and display faster.

Search
CFC p Change search defaults. Settings [V] Temporary Internet files
Copies of webpages, images, and media that are saved for faster
The Combined Federal Campaign of th | | 15 §
(CFCNCA) is the local campaign for Fe E Cookies
Washington Metropolitan Ares. Federaf || [ Change how webpages are dspleyed in Fies stored on your computer by febstes to save preferences
opportunity to donate to more than 4, — == P G R
national and international charities th Appesrance Histo
List of websites you have
[ coors | [ tanguages | [ Fonts | [ Accessbity |
7] Download History
(] settinds by Your sy : List of fles you hayf/donnloaded.

[V] Form data

tion that you have typed into forms.

asswords that are automatically filed in when you sign in
bsite you've previously visited.

iveX Filtering and Tracking Protection data

'Alist of websites exduded from fiitering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit.

@ GKO Resources Regulatory Notices

@ some settings are managed by your system administrator.

About deleting browsing history

DO THIS: /
Make sure this too block is UNCHECKED.

GKO Portal Troubleshooting Guide 07/23/14
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10. Close all instances of Internet Explorer and re-open a new browser window.

8 UPDATE WORK EMAIL

Users have the ability to update their work email address on GKO. To do so:

1. Login to GKO
2. Click on your name in the top left corner
3. Select Edit Work Email

Use the Edit Work Email option to ensure your email is correct.

4. Update the email address listed to reflect your mail.mil Enterprise email address
5. Click on Update

9 CONFIRM PERMISSIONS

Using the GKO Permissions document on the Support Tab under Resources > Category >
Regulations and Policies, review and confirm the user has the correct permissions to edit
the file. The Site Collection SCO can also confirm your permissions level on the Content you
are trying to access. Site Collection SCO Lists can be found at
https://gkoportal.ng.mil/services/KMO/ layouts/viewlsts.aspx?BaseType=0

GKO Portal Troubleshooting Guide 07/23/14
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) ¢
Ilke Rt Tags &
Notes
GKO Support In’ ]
_Resources
Type Name

1 Category : Brochures (3)

‘4l Category : Power User Documents (10)

1 Category : Quick Reference Cards (2)

4 Category : Regulations and Policies (4)

® Add document

SUICIDE

PREYENTION
LIFELINE

1000273 TALX (8298
Err

» Q

Resources

[] Tvpe Name
'z Category : Brochures (3)
# Category : Power User Documents (10)
# Category : Quick Reference Cards (2)

i : Regulations and Policies (4)

GKOv3 SOP (6 Sept 2012)

GKO Permissions I

b 8|8 |

GKO Troubleshooting Guide

&k Add document

GKO Public Site Communication Plan w1
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** The remaining items may need to be performed by Local
Administrator, Network Administrator or Local DOIM. These
steps are required to complete this guide in its entirety. **

Note: If you do not have permissions to perform these actions; you
may need to submit a request to your DOIM/Admin.

10 RESTART THE WEBCLIENT SERVICE

(This corrects issues with the blank white display)

1. Select the Start Menu button.
2. Type “Services” in the search box and press Enter.

|Sewice5 H | | Shut down | ¥ |

Programs (6)

EiE Active Directory Sites and Services

B Component Services

‘TQ Internet Information Services (I5) 6.0 Manager
qil Internet Information Services (II5) Manager

L Services

File Action View Help
e ([EH o= HE v anw
. Senvices (Locall| || 8 gervices (Local)

Select an item to view its description. | Name ’ Description Status Startup Type Log On As gk
£ System Event Noti... Monitors sy...  Started Automatic Local Syste...
% Tablet PClInput Se... Enables Tab... Started Manual Local Syste...
£ Task Scheduler Enablesaus... Started Automatic Local Syste...
54 TCP/IP NetBIOS H... Provides su...  Started Automatic Local Service
Lo Telephony Provides Tel... Started Manual Metwork S...
G Themes Provides us...  Started Automatic Local Syste..
£+ Thread Ordering ... Provides or... Manual Local Service
£ TPM Base Services  Enables acc...  Started Manual Local Service
%4 Tumbleweed Desk... Enables digi... Started Automatic Local Syste...
&4 UPnP Device Host  Allows UPn... Disabled Local Service
% User Profile Service  This service ... Started Automatic Local Syste...
& Virtual Disk Provides m... Manual Local Syste...
% Volume Shadow C... Manages an... Manual Local Syste... |:|
L. Web Managemen... _The Web M., Manual Local Service |

| i WebClient Enables Win... Started Automatic Local Service I
L5 Windows Activati.. Peforms W... Manual Local Syste...
%4 Windows Audio Manages au... Started Automatic Local Service
", Bxtended  Standard
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3. Confirm “Startup Type” is set to “Automatic”.
4. Start the Service. If the Service shows a status of “Started”, then Restart the service.

11 WINDOWS 7 HOT FIXES

Sometimes, errors will occur when utilizing Windows 7. These are the hot fixes that have
been supplied to the NCR DOIM for release on all Windows 7 workstations. These hot fixes
must be installed and the Web Client Service turned on.

For users to experience full portal functionality when interacting with Office documents
hosted on GKO, the Web Client service must be in a running state and the following hot
fixes must be applied to the workstation:

e http://support.microsoft.com/kb/2846960 this will rectify the error you get
when you open a SharePoint Document Library in Windows Explorer or map a

network drive to the library after you install Internet Explorer 10.

e http://support.microsoft.com/kb/2863811. Outlook 2007 cannot synchronize
with the SharePoint site. Download the update for Outlook 2007. Remove the
SharePoint Calendar in Outlook and then re-add the SharePoint Calendar. On the
Tools menu, click Account Settings. Click the SharePoint Lists tab, click the
SharePoint list, and then click Remove. Re-add the SharePoint list.

Restart the work station

Once you have completed the troubleshooting techniques, login to the GKO Portal.

12 VERIFY *.NG.MIL IS A TRUSTED SITE

(This corrects issues with the blank white display)

Ensure that *.ng.mil is added to the Trusted Domains section in Internet Explorer. To do
so:

6. Open Internet Explorer

7. Click on Tools (or the Cog in the upper right hand corner of the browser window) >
Internet Options

8. Click on the Security tab

9. Click on the Sites button

GKO Portal Troubleshooting Guide 07/23/14
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10. If you are unable to do this on your own machine, contact the Help Desk.

Internet Opticns. P |

| General| Security | privacy I Content | Connections I Programs | Advanr.edl

Select a zone to view or change security settings,

™~ 2 .
g - v
Internet  Localintranet QEVEERETES  Restricted

sites

Trusted sites = |
_.'? This zone contains websites that you ;.
& trust not to damage your computer or

your files,
‘You have websites in this zone.

Security level for this zone
Allowed levels for this zone: Al

Medium

- Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explarer)

Custom level... Default

Reset all zones to default level

.j@j- Some settings are managed by your system administrator.

Add as a trusted site via the Internet Options window.

11. Add “*.ng.mil” as a trusted site. (* asterisk must be included when added)

13 DUAL PERSONA - WORK AROUND

Individuals who have activated their PIV cert will be able to see the additional certificates
displayed in Internet Explorer’s certificate section. In order to log in to GKO with a CAC that
has the active PIV cert do the following:

1.

N

NS s W

Open Internet Explorer

Click on Tools (or the Cog in the upper right hand corner of the browser window) >
Internet Options

Click on the Content tab

Click on the Certificates button

Expand the “Friendly Name” column until you can see PIV

Highlight and remove that cert along with any expired certs.

Log onto GKO (https://gkoportal.ng.mil)
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